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LETôS TALK ABOUT

THE THREAT LANDSCAPE



THREAT LANDSCAPE

1.5 MILLION



AV PIPELINE OVERVIEW

Malware



MALWARE DETECTION CHALLENGE

å 560,000 signatures 

over a 3-month period 
å 9,500 Signatures

Ą Huge number of signatures

Ą Pattern-based signatures can reduce resource 

footprint compared to hash-based signatures





BASS OVERVIEW



CLUSTERING

ÅClustering is NOT a part of BASS!

ÅSeveral cluster sources feed BASS

ïSandbox Indicator of Compromise (IoC) clustering

ïStructural hashing

ïSpam campaign dataset 



UNPACKING & INSPECTION

ÅExtract all content ClamAV can extract
ïZIP archives

ïEmail attachments

ïPacked executables

ïNested documents: e.g., PE file inside a Word document

ïé

ÅGather information about file content
ïFile size

ïMime type/Magic string

ïé



FILTERING

ÅReject clusters with wrong file types

ïIn the near future BASS will handle any executable 

file type handled by the disassembler (IDA Pro)

ïCurrently limited to PE executables

ÅClean outliers with wrong file types from 

clusters



SIGNATURE GENERATION



DISASSEMBLING

ÅExport disassembly database

Å Currently uses IDA Pro as a disassembler

ïOthers are possible in the future



FINDING COMMON CODE

ÅUse binary diffing to identify similar functions 

across binaries

ÅBuild similarity graph between functions and 

extract largest connected subgraph



FINDING COMMON CODE

ÅTest found function against a database of 

whitelisted functions

ïKam1n0, a database for binary code clone search, 

contains functions of whitelisted samples

ïIf a found function is whitelisted, take the next-best

subgraph

Kam1n0



FINDING AN LCS

ÅUse k-LCS algorithm to find a longest common 

subsequence

Å Implemented Hamming-kLCS described by C. Blichmann [1]



ACBCBACCACB

FINDING AN LCS

ÅHamming distance between all strings is computed

Å2-LCS algorithm (Hirschberg algorithm) is applied to 

strings with lowest distance

ÅResulting LCS is kept Ą Rinse and repeat
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GENERATING A SIGNATURE

ÅCreate ClamAV signature

ïFind possible ñgapsò in result sequence

ïDelete single characters

ÅFind a common name

ïUse AvClass to label cluster


