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THREAT LANDSCAPE

FHEFEEFEEETEE
W H T EE R EETEE
B F R
FHHEETEEETEETEEYE
e e L S LS L S R
e E L S L E L S E L
e F T HHEEE
FHFFHEEEFEETEEE
Fe F 3 R
W HE R
e S
F W R
FWH o H W

L

% =10,000

1.5 MILLION

Malware Samples

DAILY



AV PIPELINE OVERVIEW
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MALWARE DETECTION CHALLENGE

‘é’l 560, 000 signatures
over a 3-month period

a 9,500 Signatures
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A Huge number of signatures

A Pattern-based signatures can reduce resource
footprint compared to hash-based signatures



AUTOMATED SIGNATURE SYNTHESIZER




BASS OVERVIEW
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CLUSTERING

A Clustering is NOT a part of BASS!

A Several cluster sources feed BASS '@




UNPACKING & INSPECTION
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A Extract all content ClamAV can extract

A Gather information about file content



FILTERING

A Reject clusters with wrong file types

A Clean outliers with wrong file types from
clusters



SIGNATURE GENERATION

) e,

Eg 83 LES - 4

-
DISASSEMBLE FIND FIND LONGEST GENERATE
EXECUTABLES COMMON COMMON SIGNATURE

CODE SUBSEQUENCE



DISASSEMBLING

A Export disassembly database
A Currently uses IDA Pro as a disassembler o




FINDING COMMON CODE

A Use binary diffing to identify similar functions
across binaries

A Build similarity graph between functions and
extract largest connected subgraph
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FINDING COMMON CODE

A Test found function against a database of

whitelisted functions o
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FINDING AN LCS

A Use k-LCS algorithm to find a longest common

subsequence

DIFFERENCE BETWEEN LONGEST COMMON SUBSTRING
AND LONGEST COMMON SUBSEQUENCE

LONGEST COMMON SUBSTRING

ABBACABACCBCA
ACBCBACCACB
BACCABBBBBBAC

-> BACC
substring appears verbatim in all strings

ABBACABACCBCA !
ACBCBACCACB
BACCABBBBBBAC

-> ABBAC

subsequence appears in the same order
in all strings, other characters can be
inserted between
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LCS

A Implemented Hamming-kLCS described by C. Blichmann [1]



FINDING AN LCS

A Hamming distance between all strings is computed

A 2-LCS algorithm (Hirschberg algorithm) is applied to
strings with lowest distance

A Resulting LCS is kept A Rinse and repeat

ABBACABACCBCA
ACBCBACCACB
BACCABBBBBBAC



FINDING AN LCS

A Hamming distance between all strings is computed

A 2-LCS algorithm (Hirschberg algorithm) is applied to
strings with lowest distance

A Resulting LCS is kept A Rinse and repeat

ABBACABACCBCA
ACBCBACCACB .
BACCABBBBBBAC




FINDING AN LCS

A Hamming distance between all strings is computed

A 2-LCS algorithm (Hirschberg algorithm) is applied to
strings with lowest distance

A Resulting LCS is kept A Rinse and repeat

ABBACABACCBCA
ACBCBACQ\CB

BACCABBBBBBAC

ABBACCB



FINDING AN LCS

A Hamming distance between all strings is computed

A 2-LCS algorithm (Hirschberg algorithm) is applied to
strings with lowest distance

A Resulting LCS is kept A Rinse and repeat

ABBACCB
BACCABBBBBBAC



FINDING AN LCS

A Hamming distance between all strings is computed

A 2-LCS algorithm (Hirschberg algorithm) is applied to
strings with lowest distance

A Resulting LCS is kept A Rinse and repeat

ABBACB
BACC/BBBBBEAC

ABBAC



GENERATING A SIGNATURE

A Create ClamAV signature

A Find a common name
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